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自动化解决方案
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Safely and Automatically Updating In-Network ACL Configurations with Intent Language

Bingchuan Tian (Nanjing University), Xinyi Zhang (University of California Santa Barbara), Ennan Zhai, B B =™
Honggiang Harry Liu, Qiacbo Ye, Chunsheng Wang, Xin W, Zhiming Ji, Yihong Sang, Ming Zhang

(Alibaba Group), Da Yu (Brown University). Chen Tian (Nanjing University). Haitao Zheng. Ben Y. Zhao

(University of Chicago)

Abstract: In-network Access Control List (ACL) is an important technique in ensuring network-wide connectivity and security. As cloud-scale WANS today
constantly evolve in size and complexity, in-network ACL rules are becoming increasingly more complex. This presents a great challenge to the updating
process of ACL configurations: network operators are frequently required to update "tangled" ACL rules across thousands of devices to meet diverse
business requirements, and even a single ACL misconfiguration may lead to network disruptions. Such increasing challenges call for an automated
system to improve the efficiency and correctness of ACL updates. This paper presents Jinjing, a system that aids Alibabals network operators in
automatically and correctly updating ACL configurations in Alibabais global WAN. Jinjing allows the operators to express in a declarative language. named
LA, their update intent (e.g. ACL migration and traffic controb. Then. Jinjing automatically synthesizes ACL update plans that satisfy their intent. At the
heart of Jinjing. we develop a set of novel verification and synthesis techniques to rigorously guarantee the correctness of update plans. In Alibaba, our
operators have used Jinjing to efficiently update their ACLs and have thus prevented significant service downtime.
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Accuracy, Scalability, Coverage - A Practical Configuration Verifier on a Global WAN
330-345pmEDT Fangdan Ye (Tsinghua University):, Da Yu (Brown University). Ennan Zhai, Honggjang Harry Liu B
u (Alibaba Group); Bingchuan Tian (Nanjing University), Qiaobo Ye. Chunsheng Wang, Xin WA,
2:30-245amEDT Tianchen Guo. Cheng Jin, Duncheng She. Qing Ma, Biao Cheng. Hui Xu, Ming Zhang (Alibaba
Group): Zhiliang Wang (Tsinghua University); Rodrigo Fonseca (Brown University)

Abstract: This paper presents Hoyan-- the first reported large scale deployment of configuration verification in a global-scale wide area network (WAN)
Hoyan has been running in production for more than two years and is currently used for all critical configuration auditing and updates on the WAN. We
highlight our innovative designs and real-life experience to make Hoyan accurate and scalable in practice. For accuracy under the inconsistencies of
devices' vendor-specific behaviors (VSBs), Hoyan continuously discovers the flaws in device behavior models, thus aiding the operators in fixing the
models. For scalability to verify our global WAN. Hoyan introduces a ‘global-simulation & local formal-modeling" strategy to model uncertainties in small
scales and perform aggressive pruning of possibilities during the protocol simulations. Hoyan achieves near-100% verification accuracy after it detected
and fixed O0) VSBs on our WAN. Hoyan has prevented many potential service failures resulting from misconfiguration and reduced the failure rate of
updates of our WAN by more than half in 201
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